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Three Security Essentials for Your Home PC(s)

While there are many things that can be done to improve the security of home computers
and networks, most security experts agree that regardless of the operating system you use
(Macintosh, Windows or Linux), the following three techniques are fundamental:

o Keep software up-to-date
e Use a host-based firewall
e Install anti-virus software

Just as you would secure a house by locking the front door and all of your windows and

installing a security system, it is critical to take a multi-layered approach to computer security.

Threats seek entry through many access points, especially if you connect to the Internet,
which is like a big unsafe neighborhood. The following steps detail how to put security
measures in place for a Windows-based PC with connectivity to the Internet.

BEFORE YOU PROCEED:

Make sure you have Microsoft Windows XP Service Pack 2 (SP2) installed. Running SP2 is
one of the most important security measures you can take. Furthermore, these instructions
may not work unless you are running SP2. Also, please note that these instructions are
aimed specifically at students, faculty and staff members at the University of Michigan, who
are all covered by the University’s anti-virus software license.
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Requirement 1: Keep Software Up-To-Date

ENABLE AUTOMATIC UPDATES

The best way to keep your system up-to-date is to let Windows do it automatically through Automatic

Updates. To enable this:

1. Click Start and select Settings > Control Panel.

2. Inthe Control Panel window, double-click Automatic Updates. The Automatic Updates window
displays.
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3. Turn on the Automatic (recommended) button.

Automatic Updates

Automatic Updates I

HE=||:| proke

Windows can regularly check For important updates and install Ehem For vou,
[Turning on Automatic Updates may automatically update Windows Update
software First, before any other updates. )

Howe does Automatic Updates works

{+ automatic {recommended)

Autornatically download recommended updates For iy
computer and install them:

IEvery day LI at |3:I:IEI A LI

" Download updates for me, but lek me choose when to install them,

€ pMokify me but don't autematically download or install them.

= Turn ofF Aukomatic Updates.

Your computer will be more vulnerable unless vou install
updates reqgularly.
Install updates From the Windows Update YWeb site,

Dffer updates aqain that I've previowsly hidden

(04 I Cancel Al

4. Select Every Day from the drop-down menu to automatically download and install recommended
updates. Click OK.

USE MICROSOFT UPDATE INSTEAD OF WINDOWS UPDATE
An important complementary aspect of enabling automatic updates is to configure it to use Microsoft Update
instead of Windows Update. This allows automatic updates to download critical updates for applications that
run on Windows, such as Microsoft Office. Windows Update only updates the operating system while
Microsoft Update updates both the operating system and Microsoft applications. Microsoft Update does not,
however, update non-Microsoft applications.
To enable Microsoft Update:

1. Launch Internet Explorer.

2. Go to http://update.microsoft.com/microsoftupdate.

3. Click Start Now and follow the instructions.

Note: If you see an “Express” and a “Custom” button instead of a “Start Now” button,

then your machine is already configured to use Microsoft Update instead of Windows
Update.
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Requirement 2: Use a Host-Based Firewall

A host-based firewall is a firewall that is running on the computer itself. This is in contrast to an external
firewall that may exist on your network between your machine and the Internet.

To use the built-in Windows Firewall:

1. Click Start and select Settings > Control Panel.

2. Inthe Control Panel window, double-click Windows Firewall.

-3 trol Panel

File Edit  Yisw

Favorites

O~ 0

Address I[} Control Panel

=

-

(st & @0 D covaoma |

Accessibiity  Add Hardware

Options
b~ Microsoft: Update . ’
Pragrams Game Internet
Contrallers Options
Documents y i
- ¥
g 2
c ) ) Printers and Program
(\}-‘J S 5 Windows Security... Faxes Dawinlo...
eat]
o & Network Connections
] =] =
E Help and Suppart C‘é Printers and Faxes @J g
5 a Taskbar and Start Menu Sounds and Speech
= Run... Audio Devices
0 S
2
-g Log QFf ma-admin...,
i
= Disconnect...

=
Tools  Help | ﬂ.
p Search u_ Folders | = ¥ x n | v
| Bao |unks >

— -~ A

LD WY ¥ & w 4

Add aor Administrative  Automatic  Date and Time Display Falder Options Fants
Remav... Toals Updates

G - oy ’ .

& 4 I -

H = O D @ %

Java Plug-in Kevboard Mai Mause Metwark Phone and  Power Options
Connections  Madem ...
o g 2

2 e & 0O 2 9
Program Reqional and Remote Run Scanners and  Scheduled Security
Updates Language ... Contral Advertis... Cameras Tasks Center

" @%

o ITE!

System Systems Taskbar and  User Accounts | ‘Windows

Management  Stark Menu Firewal

U-M Information Technology Security Services

Safecomputing.umich.edu



Three Security Essentials for Your Home PC(s)_010807 page 5

3. If prompted, click Yes to start the Windows Firewall/Internet Connection Sharing Service.

4. Turn on the On (recommended) button, and click OK:

%2 windows Firewall

General I Exceptions | Advanced

helping to praot

‘windows Firewall helps protect your computer by preventing unauthorized users
from gaining access o pour computer through the Internet or a network.

© -

Thig zetting blocks all outgide sounces from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[ Don't allow exceptions

Select this when vou connect o public networks in less secure
locations, such as airports. You will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ " D (not recommended)

Avoid uzing thiz zetting. Turning off “Windows Firewall may make this
computer more vulherable o wiruges and intruders.

what else showld | know about *#indows Fireweall?

ak I Cancel

Example of Your Firewall Working

After enabling the firewall, if you run a program such as instant messaging or a multi-player network game
that needs to accept information from the Internet, the firewall may ask if you want to block or unblock (allow)
the connection.

For example, here is a pop-up that results from launching AOL Instant Messenger:

= Windows Security Alerd El

';F'._ To help protect your computer. Windows Firewall haz blocked
zome features of thiz program.

Do pou want to keep blocking thiz program?

£ Hame:  ADL Instant Messenger
Fubisher; Amenca Onfine, Inc.

| kespBiocking | [ Unbbock [ ackMeLater |

“Windows Firewall has blocked this program iom accepbng conmechions from the:
Imbemmet or a nebwork. IF pou recogrize the peogram or tust the: publisher, you can
uribiock i Whan should | urblock a peogram?

If you choose to unblock the connection, Windows Firewall will create an exception or “hole” within the firewall
so that the pop-up does not occur every time that program is run. Having too many holes in your firewall is
detrimental. To learn more about managing firewall exceptions, see:
http://www.microsoft.com/windowsxp/using/security/internet/sp2 wfexceptions.mspx.
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Requirement 3: Install Anti-Virus Software

For anti-virus information at the University of Michigan, visit http://virusbusters.itcs.umich.edu. The University
of Michigan maintains a license for members of the University community to use anti-virus software for non-
commercial use on their personal and work computers.

As of late 2006, Windows users at U-M can install McAfee’s VirusScan product. U-M’s installation package
keeps the anti-virus software updated automatically and also includes an anti-spyware component.
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Remember to Monitor

Now that you've put the automatic update, firewall and anti-virus software into place, remember to periodically
monitor their status.

When you log in and use your computer as an administrator you can inadvertently disable the essential
security software described here. Periodically check the status of these protection mechanisms by using the
Security Center control panel applet.

To check your protection status:

1. Click Start and select Settings > Control Panel.

2. Inthe Control Panel window, double-click Security Center. The Security Center window displays.

& Security Center
Help protect your PC

Security essentials

Security Center helps wou manage your Windows security settings, To help protect vour
computer, make sure the three securiby essentials are marked QM. IF the settings are nok OR,
et the lakest security and virus fFallow the recommendations, To rekurn to the Security Center later, open Control Panel,
information From Microsoft What's new in Windows to help protect my computer?

b

@) Resources

Check For the latest updates From

Windows pdate @ Firewall © ON

Get support For security-related
issUes

o

@ Automatic Updates © ON

o

Get help about Security Center

Change the way Security Center z Yirus Protection @ OFF

alerts me

b

YirusScan Enterprise reports that it is turned off, Antivirus saftware helps probect your |-
computer against viruses and other security threats, Click Recommendations for suggested
ackions waou can take, How does antiviras saoftware help prokect my computker?

Moke: Windows does not detect all antivirus programs,

Recommendations. ..

At Mic ft, we care about your priv

This window displays the status of each security measure. In this case, notice that the Firewall and Automatic
Updates are enabled, while the VirusScan Anti-Virus software is installed but not running. You can click on the
Recommendations button for help in remedying the situation.
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